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Abstract—This paper presents a lightweight probabilis- (falsification attack), and forwarding traffic along a dif-
tic path authentication scheme for mobile ad hoc networks ferent path than the one identified by the routing protocol
(MANETSs) based upon a new cryptographic primitive (incorrect forwarding). Attacks against the protocol itself
composite MAC. The proposed path-authentication scheme jnejyde attempts to spoof the network identity of IDRM
allows us to reliably identify nodes on a route over which ., iors  compromise the integrity of routing protocol
a sequence of packets traverses. This path-authentication
scheme is robust against selfish or malicious nodes that doMesSSages exchapged between IDRM_ rout.er.s, etc. These
not follow the scheme. Furthermore, it allows us to detect, atacks are the simplest to address since it is essentially
and up to a certain accuracy pinpoint, any misbehaving a matter Of eStabliShing a secure Channel between two
node that deviates from the correct forwarding behavior. In  cooperating entities (neighboring IDRM routers). Falsi-
our scheme, composite MAC can have any length starting fication attacks attempt to inject false information in the
from one bit. This flexibility allows the proposed scheme routing protocol and thus introduce routing anomalies
Fo strike various trade-offs depending on the gonstraints such as black holes, grey holes, sub-optimal routes, etc.
imposed by the MANET and the desired security proper-  tpis nroblem has been well explored in the context
ties. We provide an informal security analysis and argue ¢ i0 qomain routing protocols for the Internet, and
that a short MAC can be sufficient to authenticate paths
with high probability. several schgmes, such as Secure BGP (S-BGP [13]),
Secure Origin BGP (so-BGP [27]), and Pretty Secure
|. INTRODUCTION BGP (ps-BGP [26]), have been proposed to address the
Mobile ad hoc networks (MANETS) have been deproblem.
veloped to support communication in tactical and other In this paper, we focus on the third class of attacks:
situations where the availability of a fixed communicancorrect forwarding. A malicious node on the route can
tion infrastructure cannot be assumed. Many such sifilsrward packets incorrectly to interrupt critical data flows
ations require resources of a coalition wherein multipler divert traffic to perform timing and traffic analysis
groups and organizations come together, communicaétacks. In fact, many falsification attacks also result in
and collaborate, all within a short period of time; foincorrect forwarding, making it an important behavior
example, in a disaster recovery operation, the local polite detect. Another reason for detecting incorrect for-
force, fire-fighters, military forces, medical crews, andarding is misconfigured or selfish nodes. To elaborate,
other organizations may all coordinate their activitiepolicy-based routing plays a critical role in IDRM [3]
Such situations call aoalition MANET, an interconnectin ensuring overall end-to-end network performance,
of several MANETs governed by different administrareliability, and security. A misconfigured or buggy node
tive domains, to enable the end-to-end communicatianay forward packets incorrectly resulting in degradation
This, in turn, requiresinter-domain routing, referred of these end-to-end network qualities. For these reasons,
to as IDRM (Inter-Domain Routing for MANETS) in the focus of this paper is on detecting and diagnosing
shorthand[3], that are now being actively researched. incorrect forwarding behavior in a coalition MANET.
Inter-domain routing opens up numerous security Recently, Boldyrevaet al.[2] developed cryptographic
challenges that arise from interactions between multipdeggnature schemes that can be used to monitor node
management domains. There are three general classe®wfarding behavior in inter-domain routing protocols.
security threats for IDRM: attacks on the protocol itseltlowever, their scheme, designed for an Internet-like
falsification of the information exchanged in the protocaetting, incurs substantial communication and computa-
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tion overhead making it unsuitable for a MANET. Irhighlighting their differences. Section Ill describes our
particular,the scheme requires each node on a path fobabilistic path authentication scheme which is fol-
sign the message of each forwarded packet incurrindgoaved by an informal security analysis of the scheme in
substantial computation overhead, and the length of t8ection IV. Finally, Section V concludes the paper.
signature is at least 160 bits incurring a substantial com-
munication overhead. A probabilistic path-authentication
scheme that requires each node to sign only a fractién Intra-domain Routing Security in MANETs
of the forwarded packets can reduce this overhead;Several authors have described solutions that attempt
however, such schemes need to use a signature witkp anitigate falsification attacks in intra-domain routing
designated verifier, i.e., only the destination node is aljéotocols for MANETS. Intra-domain routing protocols
to verify the signature. This property is crucial, since @an be broadly classified intproactive and reactive
malicious node on the route could otherwise detect thguting protocols. SAODV [7][6] provides an example of
packets that were signed, and selectively modify or dr@gactive routing protocol security. It uses hash chains to
them. Traditionally, signature schemes with a designatggoid manipulation of hop counts in route discovery mes-
verifier are based on public key cryptography, howeveages, and digital signatures are used for the immutable
an interesting alternative is to use message authenticati@itts of these messages, to provide end-to-end confirma-
codes (MACs). MACs, such as HMAC by Krawczyktion that the request reached the owner of the address.
Bellare, and Canetti [15], are calculated by an algorith@L.SP [19] is an example of a security mechanism for
that involves evaluating a cryptographic hash functiof proactive routing protocol. It uses signatures on link
in combination with a secret key. MACs are thereforgate update messages to avoid manipulation of the
computationally efficient. Furthermore, they can hawgpology information. The SAODV solution is focused
any desired length starting at one bit making theah verifying the validity of the path, whereas the SLSP
bandwidth efficient. approach is based around determining the correctness
In this paper, we introduce a new cryptographigf the network topology. In both cases, the existence
primitive, composite MAC, which forms the basis 0bf a Public Key Infrastructure (PKI) is assumed. Other
our lightweight probabilistic path-authentication schemgesearch has explored the possibility of using Identity-
Composite MAC is an extension of Katz's and Lindell'hased Public Key Cryptography (ID-PKC) [14].
[12] aggregate MAC. As the name implies, a compos- Recently, several research proposals have used coop-
ite MAC is a composition of MACs which rely on erative network monitoring based on root cause anal-
the existence of secret keys. Therefore, for our patfisis techniques to detect malicious and faulty nodes
authentication scheme, we require that each node ofhanetworks. Cooperative monitoring techniques range
route shares a symmetric key with the destination nodesm physical layer power estimation for detecting
If every node in the network is a potential destinatioymming attacks [28][9], MAC layer misbehavior de-
node, then each pair of nodes has to share a symmeféigtion [20][16] to routing layer faults and anomaly
key. While this appears to be a strong assumption, \Wetection [25]. However, to date, all cooperative root
note that the number of organizations that participagause analysis techniques assume that the monitors are
in a coalition MANET is small (<20), and symmetric honest. While this is a reasonable assumption for an
keys can be shared only between the organizatiofgra-domain setting wherein all monitors belong to a
The overhead of setting these symmetric keys is lesiggle domain, an inter-domain setting is faced with
of an issue for an “organized” MANET where offlinethe challenge of handling faulty monitors that may be
pre-configuration during a mission planning phase jgalicious, rational-selfish or Byzantine.
expected. We further explore a back tracing technique for _ _ o
the proposed composite MAC scheme that can identfy Intér-domain Routing Security in the Internet
forwarding nodes even if they differ from the expected Inter-domain routing in the Internet is managed using
ones. This property is of particular interest in MANET8GP4 (Border Gateway Protocol) [22]. This was origi-
where routes are likely to change due to mobility andally developed for use in a trusted environment, and so
wireless communication. provides little security against attackers or misconfigu-
The rest of this paper is organized as follows. Seration. The need for additional security mechanisms has
tion 1l compares coalition MANETS, intra-organizationabeen recognized in recent times, and demonstrated by the
MANETs, and inter-domain routing on the InternetAS7007 incident [17][18] and more recent “hijacking” of
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a part of the YouTube address space [23]. Both incidemisder in which they signed it. The benefit of Boldyreva’'s
are beli@ed to have been due to misconfiguration, rathecheme compared to previous similar work on multi-
than malicious intent. Current BGP operations depesgynatures (MS) is that it does not require synchronized
completely on peers trusting one another not to injeckocks or a trusted first signer. They focus on path
bad information into the routing updates. This is couplealithentication in the Internet as the main application
with limited filtering (e.g. to filter out advertisements obf their scheme. Pairing based signature schemes (as
unallocated address space, and to ensure that downstr8amdyreva’s) have a signature size of typically 60 bytes,
customers only advertise their own address prefixes).wich is still small compared to other public key based
addition to such filtering, there is some use of TCRignature schemes. Since the typical packet size is 1500
MD?5 [8] to provide integrity protection for the protocolbytes, in wired as well as in wireless communication,
between peer routers. the additional communication overhead caused by the
There have been a number of different proposals 60 byte signature is approximately 5% (for 1200 byte
adding security to BGP, such as S-BGP [13], Secupayload). We note that most nodes in a MANET are
Origin BGP (so-BGP) [27], and Pretty Secure BGP (p&attery powered and thus severely constrained. Hence,
BGP) [26]. These competing proposals, embody differewhile this additional communication overhead might be
views on the appropriate model for authenticating oweasible for the Internet, decreasing the lifetime of a
ership of identifiers (such as AS numbers and prefixe®JANET by 5% appears to be unreasonable. Further-
These solutions tend to rely heavily on public key signore, performing elliptic curve operations on each for-
natures, although some attempts are made to ensure teaiding node for each packet imposes a computational
results of signature verification can be cached. Both tbgerhead, which is infeasible for devices with limited
computational burden and the key and certificate storag@mmputational capabilities and battery power.
requirements are significant for a protocol operating onln this paper, we propose a light weight probabilistic
an Internet scale. To address this, other proposals haath authentication scheme using aggregate MACs as
been made where such signature use is minimized, eigtroduced by Katz and Lindell [12] (summarized in
secure path vector (SPV) [10][21]. Section III). Our scheme incurs low communication
Approaches to BGP security which avoid the use olverhead (4-8 bits per packet), low computation costs
cryptographic components by relying on BGP policfMAC computation) and is highly responsive (a short
tools have also been proposed. One solution, pgBGRPeam of 20 packets is sufficient to authenticate a path
(Pretty Good BGP) [11], simply adjusts BGP policies tof length 5 with high probability).
provide some additional cautiousness in accepting new
routes. New origin ASs for a prefix are regarded as
suspicious for a period of time, and then accepted as
normal. This reduces the likelihood of a (short-lived) In this section we introduce our probabilistic MAC
prefix or sub-prefix hijacking being successful whepath authentication scheme, which usesmposite
used in conjunction with appropriate monitoring systemBIACs, an extension of aggregate MACs introduced by
RPSL (Route Policy Specification Language) [1] prdKatz and Lindell [12] for message authentication. We
vides a way for ISPs to describe their routing policiegxploit the nice properties of aggregation, while short-
For example, it will indicate what routes they accemning the MAC size to a small number of say 4 to 8
from a particular neighboring AS, and what routes thedyits. We note that shortening the MAC size and thus the
advertise to them. This information is stored in one d&ngth of the authentication tag yields only probabilistic
a number of central databases, and can be automaticadlgults. For example, a verified tag of lengthcan
extracted to perform path selection on a router. Howevenly ensure authenticity with a probability c%% The
deployment is limited and in practice this informatiorscheme willhowever extract its strength by aggregating
tends to be stale and at best provides some hints on the information contained in multiple authentication tags

[[l. PROBABILISTIC PATH AUTHENTICATION
SCHEME

selected path. that are embedded in multiple packets. The analysis
o , _ of packets for path authentication is performed on a
C. Monitoring Forwarding Behavior per packet basis. The proposed scheme is agnostic to

Boldyrevaet al. [2] introduced the new primitive of packet losses and out of order packet arrivals; only the
anordered multi-signaturédOMS) scheme, which allows total number of packets used for the authentication is of
signers to attest to a common message as well as iferest. Hence, composite MACs are especially useful



in a MANET setting where communication is unreliabl®AC and a composite MAC. We usg ; to denote the
and highlyexpensive. shared key between nodeand noded.

A basic requirement for the usage of MACs is the Definition 1 (Aggregate MAC)Let Mac be a pseu-
existence of symmetric keys. For our scheme we requig@random MAC, that takes a kel; ; and the actual
that each node on a route shares a symmetric key witessagen as input.tag is the authentication tag of the
the destination node. If every node in the network is $ame length aMac.
potential destination node, then consequently each pait Initialisation: The sender sets
of nodes has to share a symmetric key. As discussed
in the introduction, this is a reasonable assumption in

“organized” MANETS, where such keys can be dis- wherek,, is the shared key between the sender

tributed off-line once during the mission planing phase. and the destination node The sender forwardﬂg
Key distribution schemes that require minimal storage and the message.

and only constant communication overhead include non-, Aggregation: On inputm andtag, a nodei sharing
interactive key distribution schemes as proposed by the keyk; ; with the destination node, computes
Sakaiet al.[24], or for a hierarchically organized network

by Gennaroet al.[4]. We propose the usage of such a tag = tag © Macy, ,(m)
non-interactive key distribution scheme, where a central  Ngge; forwardstag and the message.

authority needs to distribute only one secret key to each, \sgrification: On inputim, tag and an expected set
node in the network to equip each pair of nodes with a  ; ot nhodes that aggregated their MAC tag (in-

tag = Macy,_ ,(m)

shared key. cluding the sender), the destination nateerifies:
In this section, we will first recall Katz's and Lin-

dell's aggregate MAC, and show how it can be easily tag = @5 Mac;.,,(m)

extended to an Ordered aggregate MAC. We then define i€l

our composite MAC as an extension of the aggregateThe aggregate MAC can easily be modified to an
MAC scheme, which especially allows the detection @rdered Aggregate MAC:

Byzantine adversaries. Robustness against a Byzantin®efinition 2 (Ordered Aggregate MAC).et Mac be
adversary is vital, since an adversary could otherwisepseudorandom MAC, that takes a kiy; and the
easily subvert the aggregate MAC scheme by overwritiggtual message: as input.tag is the authentication tag
the tag with random content. Since the remaining nodetthe same length allac.

on the route would aggregate their MACs with a random , |nitialisation: The sender sets

tag, the resulting tag would still remain random, and

therefore be of no use for the destination node. While tag = Macy, ,(m)

we cannot stop an adversary from overwriting the tag, we
beat him at his own game, and incorporate overwriting
of the tag in the composite MAC. Honest nodes who
are positioned between the Byzantine node and the,
destination node in the route, and overwrite the tag with
their MAC as part of the protocol, allow us to detect the
Byzantine nodes with non-trivial probability. tag = Macy, ,(m, tag)

wherek, 4 is the shared key between the sensler
and the destination nodk The sender forwardsg
and the message:.

Aggregation: On inputm andtag, a nodei sharing
the keyk; 4 with the destination node, computes

Node: forwardstag and the message..
A. Composite MACs « Verification: On input m, tag and an expected
ordered setl = {s,iy,i9,...,i;} Of nodes that
aggregated their MAC téag, the destination node
d verifies:

We first recall Katz’s and Lindell’s construction for an
aggregate MAC. While in Katz’s and Lindell’'s scheme
the messagen; can be different for each nodge the
messagen in our scheme is the same for all nodes. Our tag = Macy, ,(m,Macy, _,(m,.
definition of an aggregate MAC 1 is therefore Katz's and -
Lindell's definition for the construction of an aggregate
MAC with m; = m, Vi. We then show how an aggregate Both aggregate MACs as defined in Definitions 1
MAC can be easily extended to an ordered aggregated 2 are vulnerable against a Byzantine adversary (as

ey

Mac, ,(m,Macy, ,(m))))



described earlier in Section 1ll). While we cannot sto®; however, a node&’ might intercept the packet and
an adersary from overwriting the tag, we extend théterpose itself on the path from to B (or even bypass
aggregate MAC (from Definition 1) to incorporate overnode B). In order to detect selfish nodes, we therefore
writing of the authentication tag in the composite MAGncorporate the information about the respective prior
scheme. The key intuition is that even if a Byzantineodei — 1 as an additional parameter in the MAC. We
nodei; in a route{s,ii,is,...,i.} (j < r) replaces useF to denote a pseudorandom function that takes the
the tag with random content, overwritings by subsequemessagen and the keyk; ; as input, and outputs a
nodes{i;;1,...,i.} allow the recipient to detect (andunique string of the same length &y for each key
identify) the Byzantine node;. k; 4 and messagen:

Definition 3 (Composite MAC)Let Mac be a pseu-
dorandom MAC, that takes a kef; 4 and the actual Macy, ,(m, IDi1) = F(m, kig, IDi-1) (1)

messagen as input.tag is the authentication tag of the .
same length aMac. Thus, if a node that was expected to be part of a route

T did not aggregate its MAC to an authentication tag when
« Initialisation: The sender sets it was expected to, the destination node can identify the
tag = Macy,, ,(m) missing node with a non-trivial probability.

‘ In the following sections of this paper, we use com-
wherek; 4 is the shared key between the senderposite MAC to denote a composite MAC from definition
and the destination nodé The sender forwardsg 3 based on a MAC as defined in equation 1.
and the message.

« Composition: On inputm andtag, a nodei sharing B. Back Tracing

the keyk;q with the destination node, computes In this section, we describe our back tracing technique

tag = tag o Mac, ,(m) and present two enhancements to the composite MAC
scheme to facilitate efficient back tracing. L&tdenote
Node: forwardstag and the message. The com- the set of nodes that may potentially modify the authen-
position operator can be defined aslggregate, tication tag (in the worst casé, is the set of all nodes

Overwrite, or Keepldentical: in the coalition network). Back tracing is achieved by
Aggregate: tag o Macy, ,(m) = tag & Macy, ,(m)  computing the authentication tag for all combinations of
Overwrite: tag o Macy, ,(m) = Macy, ,(m) 25| possible MACs. Hence, the worst case complexity of
Keepl dentical: tag o Macy, ,(m) = tag back tracing isD(2/51). In practice, we limit back tracing

« Verification: On inputm, tag and an expected or-yp to a limited depthd < |S|, thereby considerably
dered sef of nodes that modified thiag (including - reducing the complexity of back tracing at the cost of
the sender), the destination nodeverifies: decreasing the efficacy of back tracing.

tag = OiesMacy, , (m) Given that the yvorst case complexity of back tracing
may be exponential we apply two enhancements to facil-

A composite MAC as defined in Definition 3 isitate efficient back tracing. Below, we describe these en-

agnostic to selfish nodes on the route. We say thathancements. First, we split an authentication tag in sub-
node is selfish if it simply ignores the path authenticatidags. If a tag is divided in sub-tags, then each sub-tag is
scheme, i.e. leaves the tag unchanged to save energyhtamdled separately as if it was a normal tag of full length.
example. Since selfish nodes put no information at all Wo this end, the respective MA®lac; 4 of lengthn is

the authentication tag, evidence about their existencedivided inc, MACsMac; 4,7 = 1...c, of lengthn/c,

the route has to be provided by other nodes. The ordych that:Mac;; = Mac; 41|Mac; 42| ... |Mac; .,
reliable information that a node has about other nodes @ris the concatenation operator). Splitting the tag in sub-
the path, is the identity of the prior node that forwardeihgs facilitates to incorporate evidence about all nodes
the packet to it. Routing tables, giving information abouin a path in fewer packets. If a tag is split in 4 sub-tags
other nodes on the route, do not necessarily refldot example, then the total number of tags available for
the real packet forwarding route. Also, in a wirelesthe analysis increases by a factor of 4. The drawback
broadcast medium, the subsequent (next hop) node ondfieshorter tags however, is a smaller probability for a
route might not be the intended one. For example, a nagigique and back-traceable tag. We therefore leave the
A might forward a packet to an intended next hop nodee number of sub-tags that each tag is devided in as a



parameter that can be configured to suit the respectaly requirement is, that the individual MACs are unpre-
requirements fothe path authentication scheme. dictable. This however holds for any secure (standard)
Second, we pseudo-randomly choose only a smMIAC, by the definition of security for MACs.
subset of nodes on the route to aggregate or overwrite théd composite MAC that is overwritten by one or
authentication tag on a per-packet basis. We ensure tbaveral MACs is the same as an aggregate MAC that
the choice of a node to aggregate, overwrite or keep has the last overwritten MAC as its initial value. Nodes
authentication tag identical, is known by the respectikeeping the composite MAC identical do not change
forwarding node and the destination node, and must rantything and can be ignored for the security analysis.
be known by any other node in the network. Assuminpherefore, composite MACs are just aggregate MACs
that a large majority of nodes are good, this approaalth a possibly altered start value. Since the start value
significantly decreases the number of possible nodefsan aggregate MAC can be any MAC, this does not
that modify the authentication tag, thereby significantlgffect the security of composite MACs. Consequently,
decreasing the cost of back tracing. At the same timeumwforgeability under an adaptive chosen-message attack
is not possible for a bad node to selectively misbehaf@lows directly from Katz's and Lindell’s proof for
(and avoid detection) since it cannot a priori guess tlggregate MACs. The attacker model however cannot
choice of composition (aggregate / overwrite / keegllow the attacker to have all but one of the shared keys
identical) exercised by the good nodes on the forwardisgymore. The restriction that needs to be made is that
route. the attacker does not have one of the keys that belongs
We use parametens and ¢ to denote the fraction of to the last overwriting or one of the nodes after the last
sub-tags that are modified by aggregation and overwritverwriting node that aggregate their MAC, In order to
ing, respectively. Consequently,— p — ¢ denotes the forge the composite MACs authenticating a complete
fraction of sub-tags that is kept identical by the nodpath however, the attacker needs to have the keys of
To achieve these properties, we let a nadeggregate all nodes on the path.

its MAC to the j'th sub-tag of a packet if: Besides the unforgeability, a composite MAC used
. N \ for path authentication needs to be pseudorandom. As
PRE(pID, k;q,j) <p-107  mod 10 described in Section lll-A, nodes leave a certain ratio

of composite MACs unchanged. If an attacker knew
whether the former nodes on the route modified the
p-10* < PRF(pID, k;q,j) < (p+¢)-10*  mod 10* composite MAC, it could selectively drop packets or
overwrite the composite MAC. Dropping the packets
and keep it identical otherwise, wheRR F' is a publicly with modified composite MACs could totally bypass path
known pseudorandom function, ahg, is the shared key authentication, and selective overwriting of composite
between nodé and the destination node. The exponeMACs could be used to accuse honest nodes on the
A controls the possible accuracy pfi.e.p € [0,1] C R path. These kinds of attacks are not possible for a
can be expressed with an accuracy\afiecimal places. pseudorandom composite MAC. An attacker can still
The packet identifiepI D can be any part of the packetdrop or overwrite the MAC, but not selectively; this
that uniquely defines the packet. Depending on tlensequently reveals his bad behavior with non-trivial
routing protocol this could be a sequence number, or theobability.
timestamp on the packet. Usind D essentially allows

us to pseudo-randomly change the choice of compositign petection of Selfish and Byzantine Adversaries
on a per-packet basis.

overwrite the tag with its MAC if:

Unforgeability and randomness of composite MACs
IV. SECURITY PROPERTIES OFCOMPOSITEMAC ensure that no node except of the destination node can
learn any information from a received tag or create a
valid tag on behalf of other nodes. While these are
Katz and Lindell have proven that aggregate MAQsecessary security properties, hostile nodes have several
are unforgeable under an adaptive chosen-message attdbkr possibilities to disable the authentication tag or
[5]. The attacker in their security model is allowed tdo bypass it. Since nodes are not able to forge the
have all but one of the shared keys between the nodeghentication tag in a meaningful way, the only things
aggregating a message and the destination node. Ty can do is to: (a) follow the protocol correctly, (b)

A. Unforgeability and Randomness



leave the tag unchanged, and (c) change the tag in a wlmgument are those of the author(s) and should not
that males it unreadable for the destination node. be interpreted as representing the official policies, ei-
Due to the randomness of the composite MAC, thber expressed or implied, of the U.S. Army Research
strategies (a), (b) and (c) cannot be selectively appliedboratory, the U.S. Government, the U.K. Ministry of
on packets. Thus, if a node is switching between theBefence or the U.K. Government. The U.S. and U.K.
strategies, it can have no better tactic than switchiligpvernments are authorized to reproduce and distribute
randomly between packets. The analysis of the tagsprints for Government purposes nhotwithstanding any
i.e. verification or detection of malicious behavior, isopyright notation hereon.
performed on a per packet basis (equivalent per authenti-
cation tag basis). Thus, analyzing several tags will result
in a stack of information about each node. If a noddll C.Alaettinoglu, C. Villamizar, E. Gerich, D. Kesgens, D: Meyer,
switches between strategies (), (b) and (o), ths will 1 2212%D Karenters, and 1 Terets, Routn Fojy Soecs
be reflected in inconsistent evidences about this node. june 1999. Updated by RFC 4012.
The proposed scheme therefore tolerates nodes which &2k Alexandra Boldyreva, Craig Gentry, Adam O'Neill, and

switching their strategies, the results will simply apply ~Dae Hyun Yum. Ordered multisignatures and identity-based
sequential aggregate signatures, with applications to secure
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